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Abstract: Application dos attack, which aims at disrupting application service rather than 

depleting the network resource, has emerged as a larger threat to network services, 

compared to the classic dos attack. Owing to its high similarity to legitimate traffic and 

much lower launching overhead than classic ddos attack, this new assault type cannot be 

efficiently detected or prevented by existing detection solutions. To identify application dos 

attack, we propose a novel group testing (GT)-based approach deployed on back-end 

servers, which not only offers a theoretical method to obtain short detection delay and low 

false positive/negative rate, but also provides an underlying framework against general 

network attacks.core specifically, we first extend classic GT model with size constraints for 

practice purposes, then redistribute the client service requests to multiple virtual servers 

embedded within each back-end server machine, according to specific testing matrices. 

Based on this framework, we propose a two-mode detection mechanism using some 

dynamic thresholds to efficiently identify the attackers. The focus of this work lies in the 

detection algorithms proposed and the corresponding theoretical complexity analysis.  

Keywords: Back-End Servers, Novel Group Testing (GT), DENIAL-OF-SERVICE (DoS), 

Classic Methods. 

INTRODUCTION 

Prologue 

DENIAL-OF-SERVICE (DoS) attack, which aims to make a service unavailable to legitimate clients, has 
become a severe threat to the Internet security. Traditional DoS attacks mainly abuse the network 
bandwidth around the Internet subsystems and degrade the quality of service by generating congestions 
at the network. Consequently, several network-based defense methods have tried to detect these attacks 
by controlling traffic volume or differentiating traffic patterns at the intermediate routers. However, with 
the boost in network bandwidth and application service types, recently, the target of DoS attacks has 
shifted from network to server resources and application procedures themselves, forming a new 
application DoS attack. 

As stated in, by exploiting flaws in application design and implementation, application DoS attacks 
exhibit three advantages over traditional DoS attacks which help evade normal detections: malicious 
traffic is always indistinguishable from normal traffic, adopting automated script to avoid the need for a 
large amount of “zombie” machines or bandwidth to launch the attack, much harder to be traced due to 
multiple redirections at proxies. According to these characteristics, the malicious traffic can be classified 
into legitimate-like requests of two cases:  

 At a high inter arrival rate.
 Consuming more service resources.
 We call these two cases “high-rate” and “high-workload” attacks, respectively, in this paper. 

Since these attacks usually do not cause congestion at the network level; thus, bypass the network-
based monitoring system, detection, and mitigation at the end system of the victim servers have been 
proposed. Among them, the DDoS shield and CAPTCHA-based defense are the representatives of the two 
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major techniques of system-based approaches: session validation based on legitimate behavior profile 
and authentication using human-solvable puzzles. By enhancing the accuracy of the suspicion assignment 
for each client session, DDoS shield can provide efficient session schedulers for defending possible DDoS 
attacks. However, the overhead for per-session validation is not negligible, especially for services with 
dense traffic. CAPTCHA-based defenses introduce additional service delays for legitimate clients and are 
also restricted to human interaction services. 

 A kernel observation and brief summary of our method is: the identification of attackers can be much 
faster if we can find them out by testing the clients in group instead of one by one. Thus, the key problem 
is how to group clients and assign them to different server machines in a sophisticated way, so that if any 
server is found under attack, we can immediately identify and filter the attackers out of its client set. 
Apparently, this problem resembles the group testing (GT) theory which aims to discover defective items 
in a large population with the minimum number of tests where each test is applied to a subset of items, 
called pools, instead of testing them one by one. Therefore, we apply GT theory to this network security 
issue and propose specific algorithms and protocols to achieve high detection performance in terms of 
short detection latency and low false positive/negative rate. Since the detections are merely based on the 
status of service resources usage of the victim servers, no individually signature-based authentications or 
data classifications are required; thus, it may overcome the limitations of the current solutions.  

GT was proposed during World War Two and has been applied to many areas since then, such as 
medical testing, computer networks, and molecular biology. The advantages of GT lie in its prompt testing 
efficiency and fault-tolerant decoding methods. To our best knowledge, the first attempts to apply GT to 
networking attack defense are proposed in parallel by Thai et al. (which is the preliminary work of this 
journal) and Khattabet al. The latter proposed a detection system based on “Reduced-Randomness Non 
adaptive Combinatorial Group Testing”. However, since this method only counts the number of incoming 
requests rather then monitoring the server status, it is restricted to defending high-rate DoS attacks and 
cannot handle high-workload ones.  

In a system viewpoint, our defense scheme is to embed multiple virtual servers within each physical 
back-end server and map these virtual servers to the testing pools in GT, then assign clients into these 
pools by distributing their service requests to different virtual servers. By periodically monitoring some 
indicators (e.g., average responding time) for resource usage in each server and comparing them with 
some dynamic thresholds, all the virtual servers can be judged as “safe” or “under attack.” By means of the 
decoding algorithm of GT, all the attackers can be identified. Therefore, the biggest challenges of this 
method are threefold: 

 How to construct a testing matrix to enable prompt and accurate detection.  
 How to regulate the service requests to match the matrix in practical system.  
 How to establish proper thresholds for server source usage indicator, to generate accurate test 

outcomes. 
Similar to all the earlier applications of GT, this new application to network security requires 

modifications of the classical GT model and algorithms, so as to overcome the obstacle of applying the 
theoretical models to practical scenarios. Specifically, the classical GT theory assumes that each pool can 
have as many items as needed and the number of pools for testing is unrestricted. However, in order to 
provide real application services, virtual servers cannot have infinite quantity or capacity i.e., constraints 
on these two parameters are required to complete our testing model. Our main contributions in this 
paper are as follows: 

 Propose a new size-constrained GT model for practical DoS detection scenarios. 
 Provide an end-to-end underlying system for GT based schemes, without introducing complexity 

at the network core. 
 Provide multiple dynamic thresholds for resource usage indicators, which help avoid error test 

from legitimate bursts and diagnose servers handling various amount of clients. 
 Present three novel detection algorithms based on the proposed system, and show their high 

efficiencies in terms of detection delay and false positive/negative rate via theoretical analysis and 
simulations. 

Besides application DoS attacks, our defense system is applicable to DoS attacks on other layers, e.g., 
protocol layer attack SYN flood where victim servers are exhausted by massive half-open connections. 
Although these attacks occur in different layers and of different styles, the victim machines will gradually 
run out of service resource and indicate anomaly. Since our mechanism only relies on the feedback of the 
victims, instead of monitoring the client behaviors or properties, it is promising to tackle these attack 
types. 
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Classical Group Testing Model 

The classic GT model consists of t pools and n items (including at most d positive ones).As shown in 
below figure 1.2.1. This model can be represented by a t x n binary matrix M where rows represent the 
pools and columns represent the items. An entry M[i,j]=1 if and only if the ith pool contains the jth item; 
otherwise, M[i,j]=0. The t-dimensional binary column vector V denotes the test outcomes of these t pools, 
where 1-entry represents a positive outcome and 0-entry represents a negative one. Note that a positive 
outcome indicates that at least one positive item exists within this pool, whereas negative one means that 
all the items in the current pool are negative. 

 
Fig. 1: Binary testing matrix M and testing outcome vector V. 

Classic Methods 

Two traditional GT methods are adaptive and nonadaptive. Adaptive methods, a.k.a. sequential GT, use 
the results of previous tests to determine the pool for the next test and complete the test within several 
rounds. While nonadaptive GT methods employ d-disjunct matrix, run multiple tests in parallel, and finish 
the test within only one round. We investigate both these methods and propose three algorithms 
accordingly. 

Decoding Algorithms 

For sequential GT, at the end of each round, items in negative pools are identified as negative, while 
the ones in positive pools require to be further tested. Notice that one item is identified as positive only if 
it is the only item in a positive pool.  

Nonadaptive GT takes d-disjunct matrices as the testing matrix M, where no column is contained in the 
Boolean summation of any other d columns. Du and Hwang proposed a simple decoding algorithm for this 
matrix type. A sketch of this algorithm can be shown using Fig. 1 as an example. Outcomes V [3] and V [4] 
are 0, so items in pool 3 and pool 4 are negative, i.e., items 3, 4, and 5 are negative. If this matrix M is a d-
disjunct matrix, items other than those appearing in the negative pools are positive; therefore, items 1 
and 2 are positive ones. 

Apply to Attack Detection 

A detection model based on GT can be assume that there are t virtual servers and n clients, among 
which d clients are attackers. Consider the matrix Mtxn in Fig. 1, the clients can be mapped into the 
columns and virtual servers into rows in M, where M [i, j]=1 if and only if the requests from client j are 
distributed to virtual server i.  

With regard to the test outcome column V, we have V [i]=1 if and only if virtual server i has received 
malicious requests from at leastone attacker, but we cannot identify the attackers at once unless this 
virtual server is handling only one client. Otherwise, if V [i]=0, all the clients assigned to server i are 
legitimate. The d attackers can then be captured by decoding the outcome vector V and the matrix M. 

Attacker Model 

The maximum destruction caused by the attacks includes the depletion of the application service 
resource at the server side, the unavailability of service access to legitimate user, and possible fatal 
system errors which require rebooting the server for recovery. We assume that any malicious behaviors 
can be discovered by monitoring the service resource usage, based on dynamic value thresholds over the 
monitored objects.  

Data manipulation and system intrusion are out of this scope. Similar to , we assume that application 
interface presented by the servers can be readily discovered and clients communicate with the servers 
using HTTP/1.1 sessions on TCP connections. We consider a case that each client provides a non spoofed 
ID (e.g., SYN-cookie) which is utilized to identify the client during our detection period. Despite that the 
application DoS attack is difficult to be traced, by identifying the IDs of attackers, the firewall can block 
the subsequent malicious requests.  
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As mentioned in Section 1, the attackers are assumed to launch application service requests either at 
high inter arrival rate or high workload, or even both. The term “request” refers to either main request or 
embedded request for HTTP page.  

We further assume that the number of attackers d << n where n is the total client amount. This arises 
from the characteristics of this attack. Due to the benefits of virtual Servers we employ, this constraint can 
be relaxed, but we keep it for the theoretical analysis in the current work. 

Victim/Detection Model 

The victim model in our general framework consists of multiple back-end servers, which can be 
Web/application servers, database servers, and distributed file systems. We do not take classic multitier 
Web servers as the model, since our detection scheme is deployed directly on the victim tier and 
identifies the attacks targeting at the same victim tier; thus, multitier attacks should be separated into 
several classes to utilize this detection scheme. The victim model along with front-end proxies is shown in 
Fig.1.4. We assume that all the back-end servers provide multiple types of application services to clients 
using HTTP/1.1 protocol on TCP connections. Each back-end server is assumed to have the same amount 
of resource.  

Moreover, the application services to clients are provided by K virtual private servers (K is an input 
parameter), which are embedded in the physical back-end server machine and operating in parallel. Each 
virtual server is assigned with equal amount of static service resources, e.g., CPU, storage, memory, and 
network bandwidth. The operation of any virtual server will not affect the other virtual servers in the 
same physical machine.  

The reasons for utilizing virtual servers are twofold: first, each virtual server can reboot 
independently, thus is feasible for recovery from possible fatal destruction; second, the state transfer 
overhead for moving clients among different virtual servers is much smaller than the transfer among 
physical server machines. 

As soon as the client requests arrive at the front-end proxy, they will be distributed to multiple back-
end servers for load balancing, whether session sticked or not. Notice that our detection scheme is behind 
this front-end tier, so the load balancing mechanism is orthogonal to our setting. On being accepted by 
one physical server, one request will be simply validated based on the list of all identified attacker IDs 
(black list).  

If it passes the authentication, it will be distributed to one virtual servers within this machine by 
means of virtual switch.  

This distribution depends on the testing matrix generated by the detection algorithm. By periodically 
monitoring the average response time to service requests and comparing it with specific thresholds 
fetched from a legitimate profile, each virtual server is associated with a “negative” or “positive” outcome. 

 
Fig.1: Victim/detection model 
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SYSTEM DESIGN 

System Architecture 

 
Fig. 2: Overview of System Architecture 

Detailed Architecture Diagram 

 
Fig. 3: Detailed Architecture Diagram 

Contex Diagram 

 
Fig. 4: Context Diagram 
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Data Flow Diagram 

 
Fig. 5: DFD 

Modules Description 

1) Node Details Declaration 
2) Server Creation 
3) Server Monitoring 
4) Captcha Generation 

1. Node Details Declaration 

In node details declaration, first node get register to network topology, by specifying the node IP 
address, Port Number and status. Node login to the network topology while sever will check the user 
authentication. Then only server system, allows the node in to the transmission .Node can send the 
packets to the destination or otherwise can send to server system. Node can add and relive is very easy in 
the network. Status also monitor by server system. 

 
Fig. 6: Node Declaration 

2. Server Creation  

 In server creation, the centralized server system will be designed for whole network. It has one 
centralized database and collect the details of each node. And store in to the centralized database. Server 
maintains these details, it very useful for node calculation and node details identification. Server can 
receive the request from all clients and the provide the corresponding response.  

 
Fig. 7: Server Creation 
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3. Server Monitoring 

 In Server monitoring if we have any problem in network, server will be take the necessary action. The 
action is to not only discard the particular packet but also sever will collect the details about that 
particular node from database then the particular node is removed from the network. Server system can 
identify the node by using the captcha mechanism. Monitoring process also detect the attacker node in 
the whole network. Monitoring result also store in the server side.  

  
Fig. 8: Server Creation 

4. Captcha Generation 

In Captcha generation, each request is notified by using this unique captcha. This captcha is unique for 
all system. Captcha has two parts one is node-id and another one is process-id. Each node has the node-id 
as node name and port number combination. And each Process-id started from the process name and 
combine with process count. It used to identify the node and type of process from DOS attacking node 

 
Fig. 9: Captcha Generation 

NODE DETAIL DECLARATION 

Introduction 

Denail Of Service (DoS) attack, which aims to make a service unavailable to legitimate clients, has 
become a severe threat to the Internet security. 

 Traditional DoS attacks mainly abuse the network bandwidth around the Internet subsystems and 
degrade the quality of service by generating congestions at the network. Consequently, several network-
based defense methods havetried to detect these attacks by controlling traffic volume or differentiating 
traffic patterns at the intermediate routers.  
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However, with the boost in network bandwidth and application service types, recently, the target of 
DoS attacks has shifted from network to server resources and application procedures themselves, 
forming a new application DoS attack. 

In node details declaration, first node get register to network topology, by specifying the node IP 
address, Port Number and status. Node login to the network topology while sever will check the user 
authentication. Then only server system allows the node into the transmission. Node can send the packet 
to the destination or otherwise can send to server system. Node can add and relieve is very easy in the 
network. Status also monitor by server system. 

The centralized server system will be designed for whole network. It has one centralized database and 
collects the details of each node. And store in to the centralized database. Server maintains this details 
identification. Server can receive the request from all clients and provide the corresponding responses.  

Architecture design 

 
Fig. 10: Node Declaration 
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