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Abstract: Presently Smartphone's are essentially little PCs with included administrations, 

for example, GSM, radio. Consequently it is consistent with say that next eras of working 

framework will be on these Smartphone and any semblance of windows, IOS and android 

are demonstrating to us the look at this future. Android has as of now increased critical 

favorable circumstances on its partners regarding piece of the overall industry. One of the 

explanation for this is the most essential component of Android is that it is open-source 

which makes it free and permits any one individual could build up their own particular 

applications and distribute them uninhibitedly. This openness of android brings the 

engineers and clients an extensive variety of comfort yet at the same time it builds the 

security issues. The real danger of Android clients is Malware contamination through 

Android Application Market which is focusing on a few escape clauses in the design 

principally on the end-clients part. This paper exhibits the present condition of Android 

security systems and their restrictions additionally recognize certain security necessities. 

Keywords: Android, Android security, Linux, mobile, smartphone, mobile security, mobile 

threats, Java. 

INTRODUCTION 
Android 

Android is a cutting edge versatile stage that was intended to be genuinely open. Android applications 
make utilization of cutting edge equipment and programming, and additionally neighborhood and served 
information, uncovered through the stage to convey advancement and incentive to customers Developed 
by the Open Handset Alliance (obviously drove by Google), in view of Linux stage, Android is a broadly 
foreseen open source working framework for cell phones that gives a base working framework, an 
application middleware layer, a Java programming improvement unit (SDK), and a gathering of 
framework applications. The far reaching utilization of cell phones and its expanding functionalities has 
made both undertakings and customers to depend on these gadgets for their everyday life. This paper is 
sorted out as, first outline of android OS, its design and portrays the multi-layer structure which begins 
with a -Linux center, structure of android security and its vulnerabilities' and study the malware dangers 
show for the android OS. Impediment of security model, then at last eventual fate of android security. 

Why is Mobile Security Important? 

Mobile security or mobile phone security has become increasingly important in mobile computing. Of 
particular concern is the security of personal and business information now stored on smart phones. 

More and more users and businesses use smart phones to communicate, but also to plan and organize 
their users' work and also private life. Within companies, these technologies are causing profound 
changes in the organization of information systems and therefore they have become the source of new 
risks. Indeed, smart phones collect and compile an increasing amount of sensitive information to which 
access must be controlled to protect the privacy of the user and the intellectual property of the company. 

Android Security and Threats 

A smart phone user is exposed to various threats when they use their phone. In just the last two 
quarters of  the number of unique mobile threats grew by 261%, according to ABI Research. These 
threats can disrupt the operation of the smart phone, and transmit or modify user data.  
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So applications must guarantee privacy and integrity of the information they handle. In addition, since 
some apps could themselves be malware, their functionality and activities should be limited (for example:  
restricting the apps from accessing location information via GPS, blocking access to the user's address 
book, preventing the transmission of data on the network, sending SMS messages that are billed to the 
user, etc.) 

ANDROID SECURITY ARCHITECTURE 
Engineering With the enduring change in the android the essential Android System Architecture and 

Application structures continues as before as takes after: 

• Robust security at the OS level through the Linux kernel Mandatory application sandbox for all 
applications 

• Secure inter process communication 
• Application signing 
• Application defined and user granted permissions 

 
Figure 1: Android Architecture 

Application Layer 
The application segment of the Android working framework is the nearest to the end client. This is the 

place the Contacts, Phone, Messaging, and Angry Birds applications live. for example, Email Client, Web 
Browser and so on.  

Application Framework Layer 

This layer is produced particularly to allow designers full access to the center application structure 
utilized by the API. It comprises of a scope of administrations and framework structure which incorporate 
Active Manager, Windows Manager, View framework, Contents Provider, Package Manager, Resource 
Manage. 

Libraries and Android Run-time Layer 

This layer is predominantly connected with the procedure running. The center library gives a large 
portion of the elements of Java programming dialect.  

The fourth layer - Linux portion 

Kernel of Android is Linux 2.6 center which, Similar to a desktop PC running Linux, the Android piece 
will deal with power and memory administration, gadget drivers, prepare administration, systems 
administration, and security.   
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SECURITY ISSUE IN ANDROID  
Data: smart phones are devices for data management, and may contain sensitive data like credit card 

numbers, authentication information, private information, activity logs (calendar, call logs); 

Identity: smart phones are highly customizable, so the device or its contents can easily be associated 
with a specific person. For example, every mobile device can transmit information related to the owner of 
the mobile phone contract,[citation needed] and an attacker may want to steal the identity of the owner 
of a smart phone to commit other offenses; 

Availability: attacking a smart phone can limit access to it and deprive the owner of its use.The  
source of these attacks are the same actors found in the non-mobile computing space Professionals, 
whether commercial or military, who focus on the three targets mentioned above. They steal sensitive 
data from the general public, as well as undertake industrial espionage. They will also use the identity of 
those attacked to achieve other attacks; Thieves who want to gain income through data or identities they 
have stolen. The thieves will attack many people to increase their potential income; 

PROBLEM BASED OF ANDROID 
As should be obvious the multi layer design of android each layer need to manage its on issue and 

there aversion instrument; for example, Android gives taking after security components to accomplish 
these goals by hearty security at the working framework level through the Linux part, a mandatory 
application sandbox for all applications, a Secure intervenes correspondence, Application consent system, 
and Application marking. Procedures of linux security, Dalviks JVM and application particular security 
mechanism are classified as takes after However, these counteractive action measures can be 
comprehensively arranged into 3 sorts  

Benefit Separation (sandboxing)  

The Android stage exploits the Linux client based security as a methods for distinguishing and 
detaching application assets. The bit actualizes a benefit partition show i.e. sandbox with regards to 
executing applications. This keeps other application from getting to the private data of the application. 
Unapproved access to equipment highlights like GPS, camera or system correspondence can be 
anticipated utilizing this sandboxing component. 

Application Permission Mechanism  

When putting in new application, Android prompts the client with the announced authorizations 
required by the application. The client must allow all the asked for authorizations, keeping in mind the 
end goal to introduce the application. The main probability for not giving the consents is not to introduce 
the application. Thus of conceding consent to an application, the application can get to the separate 
assets. In the present security show, it is impractical to give any beware of the use of an asset. This is a 
noteworthy confinement of current security demonstrate.  

Application Code Signing  

Any application that is to keep running on the Android working framework must be agreed upon. 
Android utilizes the declaration of individual designers with a specific end goal to recognize them and 
build up trust connections among the different applications running in the working framework. The 
working framework won't permit an unsigned application to execute. Any affirmation specialist to sign 
the testament is not required, and Android will cheerfully run any application that has been marked with 
a self-marked declaration.  

RESTRICTIONS IN ANDROID SECURITY 
Cell phone is security is to some degree delicate theme than our ordinary PC assurance in light of the 

fact that the straightforward truth that the information on our telephone is more vital to utilize and 
contain more essential information to the, henceforth the User should be more mindful about the 
impediment of the present security display. The android sandbox is application particular it educate 
client about the authorization they require client can acknowledge or dismiss however the dismissal 
implies not establishment. The real drawback to mark instrument is that an engineer can distribute 
application to the Android showcase after a self-marking. As nonattendance of focal of expert this does 
not require any ensuring specialist i.e., engineer can utilize self-made declarations to sign their 
applications. 
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 A portion of the vulnerabilities in the current authorization demonstrate emerge from the idea of 
shared client ID system.  

The common client ID include permits one application to use the allowed authorizations to another 
application having a similar client ID. As it were the point at which an application with a common client ID 
is introduced on the cell phone, the majority of its conceded authorizations are credited to the client ID. 

 In any case, numerous applications accessible in the Android advertise have announced both the 
consents paying little heed to their need of these authorizations that can prompt to conceivable abuse of 
the individual assets.  

A portion of the vulnerabilities like battery depleting, Denial of Service assaults (DoS) and Distributed 
Denial of Service assaults (DDoS) i.e., denying to place telephone calls to nonemergency numbers, 
application end, and the abuse of billable administrations, for example, MMS/SMS messages and 
telephone calls, and so forth., are cases of a portion of the unmistakable assaults on advanced cells. 

ADAVANTAGES & DISADVANTAGES OF ANDRIOD OS 
ADVANTAGES OF ANDROID OS 

It supports various platforms like 2D and 3D. Earlier we used to watch movies and play games in 
almost in 2D, but nowadays various applications are using 3D format. To provide different graphics in 
videos, games OS should support 3D format. Android supports 2D And 3D format to provide a better 
advantage in videos and in games. 

Java Support 
The Java supporting feature enables developers to enhance more features. As it supports Java, 

operating can be developed 
Video Calling 

Faster data connection enables to do video call. We can take advantage of bandwidth and new 
generation networks using Android. 

Availability of Apps 

Anyone can make use lot of free apps in the app store and from other android stores. It gives freedom 
to install from third party users. 

At a Time Applications 

Can run numerous applications which allow consumers to help save time and efforts 

Disadvantages of Android OS 
Slow response 

Compared to ‘ios’ of apple, windows 8 of Microsoft.when we open same app in the ios and windoes8. 
We observe the slow response of the android when we open apps in the different platforms. 

Heat 

Compared to other operating systems android makes use of processes very efficient. This  makes 
processor to get heat. Some hardware companies take care to reduce heat,but it went in vain when we 
operate it a long time and at low battery. 

Advertisement 

When we use an android app we encounter several adds in between application use, because anyone 
can make add by inserting some logic in the app program and can interfere in into the phones 
information. 

This is all about android operating system and the advantages of android operating system, which  
made tremendous changes in last five years. Almost every smart phone, tablet and electronic device using 
android operating system. It is user friendly and open source to develop.  

SUMMARY 
The developing prominence of advanced cell use and its wide selection in the market has offered 

ascend to essential security concerns. This paper breaks down the security component the most generally 
utilized open source advanced mobile phone stage Android. Examined security instruments and there 
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constraint. Malware are the significant danger to the android client, the most ideal approach to keep away 
from them is to make client mindful of the security component and how to utilize them in his advantage 
and stop malwares at their establishment stage. 
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