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Abstract: Based on security in distributed systems different resources need security from 

unknown persons. This paper provides approach for authenticate clients by four factors 

namely password, smartcard, fingerprint and sms. Here in this paper it is proposed to 

develop three factor to four factor authentication. Here in this fuzzy logic concept is used to 

provide better security. By this fuzzy logic, if there is any mismatch or suspicious in 

fingerprint the server will send one time password to the user mobile and to improve 

privacy security questions are asked. 
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INTRODUCTION 
In this distributed system, different resources are managed by servers. The four authentication factors 

are, Password, Smartcard, Fingerprint, sms. Multi-factor authentication is as an approach to security 
authentication, which requires that the user of a system provide more than one form of verification in 
order to prove their identity and allow access to the system. Multi-factor authentication takes advantage 
of a combination of several factors of authentication; three major factors include verification by 
something a user knows (such as a password), something the user has (such as a smart card), and 
something the user is (such as the use of biometrics). Due to their increased complexity, authentication 
systems using a multi-factor configuration are harder to compromise than ones using a single factors. 
Security issues in distributed systems and network systems are extremely important. Almost all modern 
applications need, in one way or another, to encrypt their users' passwords. We could say that, from the 
moment that an application has users, and users sign in using a password, these passwords have to be 
stored in an encrypted way.  

There are some intuitive reasons for this: our data stores can be compromised, and so can our 
communications. But the most important reason is that we have to think of our users' passwords as 
sensitive personal data. Their passwords are their key to their privacy, so they are personal, they are 
sensitive, and no one (not even us) has the right to know them. And we must honor this if we want to gain 
our user's trust. One of the most important security features used today are passwords. It is important for 
both you and all your users to have secure, un guessable passwords. 

It’s common understanding these days that the more factors of identification that a user has to provide 
to an authentication system, the more trustworthy and secure it likely is. Single-factor authentication is 
usually accomplished by providing something you know, like a password or PIN number. As two-factor 
authentication became more and more mainstream, the two factors involved have usually been something 
you know, and something you have, like a credit card, crypto-key USB device, a code generated every so 
often by a electronic card you keep in your wallet, a smart-card that can respond directly to cryptographic 
challenges, or an RFID or other radio device. The most common use of two-factor authentication is how 
bank customers authenticate to an ATM machine; they must provide something they have, their bank card, 
and something they know, it’s PIN. 

Fingerprint are the most widely used biometric feature for person identification and verification in the 
field of biometric identification. Biometric authentication consists of methods for uniquely recognizing 
humans based upon one or more intrinsic physical or behavioral traits. In computer science, in particular, 
biometrics is used as a form of identity access management and access control.  

G. Michael, Associate Professor, Department of Computer Science and Engineering, BIST, BIHER, Bharath Institute of 
Higher Education & Research, Selaiyur, Chennai. E-mail: michaelcse@gmail.com 

 R. Kavitha, Associate Professor, Department of Computer Science and Engineering, BIST, BIHER, Bharath Institute of 
Higher Education & Research, Selaiyur, Chennai. 

Security and Privacy in Distributed Systems 
through Multifactor Authentication  

G. Michael, R. Kavitha   

                                                           



119            G. Michael et.al 

It is also used to identify individuals in groups that are under surveillance. Biometric identifiers are 
the distinctive, measurable characteristics used to identify individualsA form of knowledge 
representation suitable for notions that cannot be defined precisely, but which depend upon their 
contexts. 

Fuzzy logic is a form of many-valued logic; it deals with reasoning that is approximate rather than 
fixed and exact. In contrast with traditional logic theory, where binary sets have two-valued logic: true or 
false, fuzzy logic variables may have a truth value that ranges in degree between 0 and 1. Fuzzy logic has 
been extended to handle the concept of partial truth, where the truth value may range between 
completely true and completely false. Furthermore, when linguistic variables are used, these degrees may 
be managed by specific functions. Fuzzy logic provides an alternative way to represent linguistic and 
subjective attributes of the real world in computing. 

A distributed system consists of a collection of autonomous computers, connected through a network 
and distribution middleware, which enables computers to coordinate their activities and to share the 
resources of the system, so that users perceive the system as a single, integrated computing facility. 

A. Characteristics of Distributed Systems 
1. Components are not shared by all users. 
2. Resources may not be accessible. 
3. Software runs in concurrent processes on different processors. 
4. Multiple Points of control 
5. Openness. 
6. Scalability. 
7. Fault Tolerance. 

RELATED WORK 
User authentication is the process of verifying whether the identity of a user is genuine prior to 

granting him access to resources or services in a secured environment. Traditionally authentication is 
performed statically at the point of entry of the system (e.g. login); this is referred to as static 
authentication. A popular form of a static authentication technique widely used in computer networks is 
password-based authentication. It is a well-established fact that traditional passwords are unsafe. 
Passwords may be stolen or may be cracked using the so-called dictionary attack. Generally speaking 
there are at least two main issues with static authentication techniques.  

Firstly, in the case where the authentication process fails to genuinely verify the identity of a user as 
may happen, for instance, with password-based authentication schemes there is no other opportunity to 
get things right in the rest of the login session or to establish after the session that some malicious activity 
occurred. Secondly, a successful authentication at the beginning of a session does not provide any remedy 
against the session being hijacked later by some malicious user. 

One of the solutions proposed to address these shortcomings is continuous authentication (CA). CA 
consists of the process of positively verifying the identity of a user in a repeated manner throughout a 
login session. CA departs from the traditional (static) authentication schemes by repeating several times 
the authentication process dynamically throughout the entire login session; the main objectives being to 
detect masqueraders, ensure session security, and combat insider threat.  

Although CA can be effective in detecting session hijacking, it requires special data sources to detect 
masqueraders. Such data source should allow the system to discriminate reliably legal users from 
imposters. Although non-biometric data sources such as user commands sequences and RFID may be 
used, biometrics technologies are the most suitable for this purpose. 

One-factor authentication – this is “something a user knows.” The most recognized type of one-factor 
authentication method is the password. Two-factor authentication – in addition to the first factor, the 
second factor is “something a user has.” Examples of something a user has are a fob that generates a pre-
determined code, a signed digital certificate or even a biometric such as a fingerprint. The most 
recognized form of two-factor authentication is the ubiquitous RSA SecurID fob. 

Three-factor authentication in addition to the previous two factors, the third factor is “something a 
user is.” Examples of a third factor are all biometric such as the user’s voice, hand configuration, a 
fingerprint, a retina scan or similar. The most recognized form of three-factor authentication is usually 
the fingerprint. 
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Recent years have seen an increasing interest in biometric systems; the underlying technology has 
improved and the costs involved have been reduced considerably. Biometrics technologies are widely 
used in various security applications, and are considered among the most accurate and efficient security 
systems on the market. Biometrics can be defined as a set of distinctive, permanent and universal features 
recognized from human physiological or behavioral characteristics. 

Such use of two of the same factors is considered multi-factor authentication and is not related to any 
of the aforementioned definitions. So those of you that are using two different user identifiers and 
passwords are not using two-factor authentication, you are using multi-factor authentication.  

Biometric Recognition Process 

Biometric recognition involves comparing an enrolled biometric sample (biometric template)against a 
newly captured biometric sample (for example, finger scan provided at an access at-tempt). A three-step 
process (Acquire, Process, and Store) should be executed every time the user presents his or her 
biometric sample to the system as follows: 

1. Acquire: Raw biometric data is acquired by a sensing device, such as the image produced by a 
fingerprint scanning device, or the data collected by a keystroke event logger. Raw biometric data 
usually contains noise and cannot be used as is to automatically compare between users. 

2. Process: The raw data is processed to build a biometric model (template). This model consists of a 
number of extracted distinguishing features which are represented in a mathematical format.  

3. Store: The biometric template is stored in a database with all other collected information, (like 
claimed identity, date, time). This process is required in order to secure enough data for the user 
enrollment process. Some of the biometric systems implementations do not permanently store the 
generated template during the recognition process.  

This is usually the case for non-audited access control systems. However storing such data increases 
the accountability of the system. Since the biometric template contains all the data representing the user 
biometric characteristics to the system there is no need to store the raw data. It is also not possible to 
reconstruct the raw data from the generated biometric template. 

PROPOSED WORK 
In this proposed system fuzzy logic concept is used. By this if there is any mismatch in fingerprint 

server will send one time password to user mobile. In this if there is invalid password anr rfid means it 
wont give permission to access. In this if the fingerprint matching ranges above 80% means we can 
directly access the banking transactions. If the fingerprint range is above 70% to 80% means server will 
send one time password. If the range is below 70% means invalid fingerprint. Fuzzy logic is a form of 
many-valued logic; it deals with reasoning that is approximate rather than fixed and exact. In contrast 
with traditional logic theory, where binary sets have two-valued logic: true or false, fuzzy logic variables 
may have a truth value that ranges in degree between 0 and 1. Fuzzy logic has been extended to handle 
the concept of partial truth, where the truth value may range between completely true and completely 
false. 

One time password generated by the server will be a random number generation. By this user can 
enter one time password to log on in to the banking system. By this it can provide better security. 

A one-time password (OTP) is a password that is valid for only one login session or transaction. OTPs 
avoid a number of shortcomings that are associated with traditional (static) passwords. The most 
important shortcoming that is addressed by OTPs is that, in contrast to static passwords, they are not 
vulnerable to replay attacks. This means that, if a potential intruder manages to record an OTP that was 
already used to log into a service or to conduct a transaction, he or she will not be able to abuse it since it 
will be no longer valid. Unlike a static password, a one-time password changes each time the user logs in. 
The passwords themselves are generated in one of two ways: either as time-synchronized or counter-
synchronized. Challenge-based OTPs are a special case and also often use a hardware device. However, 
the user must provide a known value, such as a personal identification number (PIN), to cause the OTP to 
be generated. By this one time password will provide better security.  

For providing better security security question and answer will be registered during admin 
registration. If the fingerprint match score is above 90% means we can easily access banking transaction. 
If the score range is 80% to 90% means security question will be asked, if answered correctly means we 
can perform banking transaction, otherwise we cant access. If the score range is below 80% means 
invalid fingerprint message is obtained, therefore he cant perform the transaction. 
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Fig. 1: Architecture of proposed system 

Client 

User will be registering the Server, by giving their Name, Phone Numbers, E mail ID, Address & other 
particulars during registering phase. Along with he has to register RFID, Finger print and Key pad value. 
These details should be stored in the main server.  

Server 
In this module the server stores all the required information for further precedence. The server acts a 

main database to all the clients when the authentication is needed and further it can act a storage system 
of entire project. The server is responsible for maintain all the authentication information about all the 
client who are all register before. 

RFID  

User will retrieve the data stored in the data server by giving the pass key along with the RFID 
Authentication. While voting, the user should swipe the RFID card in the polling system. Then the system 
compares the given RFID Number with the server’s RFID number. When the user login to the merchant 
website he has to enter his secret pin number via the keypad matrix. Because keypad matrix has its own 
unique id and some separate format. When the user enters the number in keypad matrix the pin number 
along with the corresponding keypad id also transferred to the bank server. 

Finger Print with Fuzzy Logic 
To provide more security the customer has to give his finger print along with the other login 

information. Finger print of the particular bank client is already stored in the server’s database. If the 
given fingerprint matches with the existing database then only he can precede the transaction Fuzzy logic 
has been extended to handle the concept of partial truth, where the truth value may range between 
completely true and completely false. 

Algorithm 1: RSA 
Step1: Select random prime numbers p and q, and check that p != q 
Step2: Compute modulus n = pq  
Step3: Compute phi, ø= (p - 1)(q - 1) 
Step4: Select public exponent e, 1 < e < øsuch that gcd(e,ø)=1 
Step5: Compute private exponent d = e - 1 mod ø 
Step6: Public key is {n, e}, private key is d 
Algorithm 1: Minitiae  
Step1: Consider the 256*256 array 
Step 2: Scan the image from top to bottom, left to right order by following only ridges 
Step 3: Find the 0-1 transition, calculate the width of theridge by noting the 1-0 transition 
Step 4: Move to the next row and follow the same ridge Note the width 
Step 5: If the width >=width in previous row there may be a top to bottom bifurcation .Call the bifurcation 
function to check if it is a minutiae point 
Else 
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If the width =< width in previous row there may be a bottom to p ridge bifurcation. Call the bifurcation 
function to check if it is a minutiae Point 
• Step 6: Continue with the next row and repeat this for all theirdges in the given image or until 90 
minutiae points have been obtained. 

IMPLEMENTATION 
The implementation has been done with the help of above architecture diagram .All experiments are 

done on an intel Pentium dual core processor, with 2GB RAM and 160GB hard disk. In the software 
requirements wise windows XP operating system has been used. For front end designing purpose Java 
Jdk1.5, and for back end data storage purpose SQL server 2005 has been used. For RSA algorithm and 
Minituia algorithm, In this implementation we have succeeded with the all the modules. 

CONCLUSION 
Preserving security and privacy is a challenging issue in distributed systems. This paper makes a step 

forward in solving this issue by proposing a four-factor authentication to protect services and resources 
from unauthorized use. The authentication is based on password, smart card, and biometrics and sms. 
Here in this fuzzy logic concept is used. By this if there is any mismatch in fingerprint one time password 
will be sent by the server to the user mobile. 
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