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Abstract: As mobile ad hoc network applications are deployed, security emerges as a
central requirement. Position aided routing protocols can offer a significant performance
increase over traditional ad hoc routing protocols. Boundary State Routing is a geographic
routing protocol which routes the data using the location of the nodes. Geographic routing
protocols are known to be particularly susceptible to attacks. In this paper, we present the
possible attacks on BSR protocol. One of the most popular and serious attacks in ad hoc
networks is wormhole attack in which two or more colluding attackers record packets at
one location, and tunnel them to another location for a replay at that remote location. A
wormhole attack is very powerful, and preventing the attack has proven to be very difficult.
In this paper, we devise efficient methods to detect and avoid wormhole attacks in the BSR
protocol. The first method namely Counter March Technique attempts to detect the
intrusion action .The second technique namely Signature Based Verification Technique
uses cryptographic concepts to detect and prevent wormhole attacks. It not only detects
the fake route but also adopts preventive measures against action wormhole nodes from
reappearing during routing. The proposed system is designed in Boundary state routing
protocol and analysis and simulations are performed in network simulator.

Keywords: BSR Protocol, Worm Hole Attack, Signature based Verification Technique, NS2,
Geographic Routing, Intrusion, MANET.

INTRODUCTION

Mobile ad-hoc network is a collection of wireless mobile nodes that forms a temporary network
without any centralized administration. In such a environment, it may be necessary for one node to enlist
other hosts in forwarding a packet to its destination due to the limited transmission range of wireless
network interfaces. Each mobile node operates not only as a host but also as a router forwarding packets
for other mobile nodes in the network that may not be within the direct transmission range of each other.
Each node participates in an ad-hoc routing paths through the network. This idea of mobile ad-hoc
network is also called infrastructure less networking, since the mobile nodes in the network dynamically
establish routing among themselves to form their own network on the fly. One primary application of
MANET is in military use including tactical operations. In these environments security is often the
primary concern. Mobile ad hoc networks are very likely to be often deployed in hostile environments.
Due to numerous constraints such as, lack of infrastructure, dynamic topology and lack of pre-established
trust relationships between nodes, most of the envisioned routing protocols for ad hoc networks are
vulnerable to a number of disruptive attacks.

Geographic routing (also called geo-routing or position-based routing) is a routing principle that relies
on geographic position information. It is mainly proposed for wireless networks and based on the idea
that the source sends a message to the geographic location of the destination instead of using the network
address. Location-aware networks use the physical location of nodes obtained from a location
determination mechanism such as GPS to provide physical topology information for routing. This
information is then maintained within a centralized or distributed location database.

K. Anita Davamani, Assistant Professor, Department of Computer Science and Engineering, BIST, BIHER, Bharath
Institute of Higher Education & Research, Selaiyur, Chennai. E-mail: anitadavamani@gmail.com

S. Amudha, Assistant Professor, Department of Computer Science and Engineering, BIST, BIHER, Bharath Institute of
Higher Education & Research, Selaiyur, Chennai. E-mail: amudhal7s@gmail.com


mailto:amudha17s@gmail.com

282 K. Anita Davamani et.al

Geographic routing protocols use this location information to progressively forward packets through
the physical space toward the destination location, with intermediate next-hop routing decisions based
on selecting the neighbor that has the closest distance, compass setting, or some other measure of
forward progress toward the destination. This process is termed geographic forwarding. Most single-path
strategies rely on two techniques: greedy forwarding and greedy bounce compass.

Previous Research

Luis Fernando Garcia and Jean-Marc Robert[3] proposed that the Witness Integration Multipath
protocol is based on the multipath DSR routing protocol and finds suspicious behavior related to
wormhole attacks. It does not require any major protocol modification nor as much cryptographic
processing as the previous solutions. Multipath source routing protocol to prevent and detect potential
Layer-3 wormhole attacks. The Witness Integration Multipath DSR solution relies on the information
provided by the routing protocol to determine if there are some typical inconsistencies associated usually
to wormhole attacks. This solution does not require any cryptographic processing by the intermediate
nodes if no incoherency has been discovered. The disadvantage is that it detects only strong open
wormbhole attacks with a very low rate of false positive alarms and it has many assumptions on which
WIM DSR relies.

Viren Mahajan [4]talks about wormhole attack called the self contained in-band wormhole. In this
paper we analyze the criterion for successful wormhole attack on a MANET. They further classify the
wormhole scenarios into successful, unsuccessful, doubtful, interesting, and uninteresting. They also
define wormhole strength and observe that the detection ratio of the technique proposed in varies with
wormbhole strength as well as with the network topology. The simulation statistics also show that the
wormholes having higher strength have a higher detection ratio as compared to the ones with lower
strength. The technique used is path length distribution and delay. The disadvantage is that he doesn’t
concentrate on the packet loss which may cause serious damage to sender.

Y.-C. Hu, A. Perrig[5] introduces Packet Leash is an approach in which some information is added to
restrict the maximum transmission distance of packet. There are two types of packet leashes namely
geographic leash and temporal leash. In geographic leash, when a node A sends a packet to another node
B, the node must include its location information and sending time into the packet. B can estimate the
distance between them. The geographic leash computes an upper bound on the distance, whereas the
temporal leash ensures that a packet has an upper bound on its lifetime. In temporal leashes, all nodes
must have tight time synchronization. The maximum difference between any two nodes’ clocks is
bounded by A, and this value should be known to all the nodes. By using metrics, each node checks the
expiration time in the packet and determine whether or not wormhole attacks have occurred. If a packet
receiving time exceed the expiration time, the packet is delivered. A disadvantage of this protocol is its
strict requirements in timing. Each node must be synchronized at exactly the same time and errors in
time difference must not be larger than a few microseconds or even hundreds of nanoseconds. Capkun et
al[6] presented SECTOR, which does not require any clock synchronization and location information, by
using Mutual Authentication with Distance-Bounding. Node A estimates the distance to another node B in
its transmission range by sending it a one-bit challenge, which A responds to instantaneously. By using
the time of flight, A detects whether or not B is a neighbor or not. However, this approach uses special
hardware that can respond to a one-bit challenge without any delay as Packet leash.

Jane Zhen and S. Srinivas[8] proposed a Round Trip Time mechanism in order to avoid the problem of
using special hardware. The RTT is the time that extends from the Route Request message sending time of
anode A to Route Reply message receiving Time from a node B. A will calculate the RTT between A and all
its neighbors. Because the RTT between two fake neighbors is higher than between two real neighbors,
node A can identify both the fake and real neighbors. In this mechanism, each node calculates the RTT
between itself and all its neighbors. This mechanism does not require any special hardware and it is easy
to implement; however it cannot detect exposed attacks because fake neighbors are created in exposed
attacks. Khalil et al[9] introduces LITEWORP in which they used the notion of guard node. The guard
node can detect the wormhole if one of its neighbors is behaving maliciously. The guard node is a
common neighbor of two nodes to detect a legitimate link between them. In a sparse network, however, it
is not always possible to find a guard node for a particular link.

Problem Statement

Due to the routing misbehavior the delay in the transmission also occurs, causing a major time delay.
The number of packets which has been lost during the transmission will be calculated and then the
malicious nodes will be detected.
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The main activity that the malicious nodes perform is that it selectively drops the crucial data packets
and that will result in destroying the network’s data collection and also decreases the availability of the
sensor networks. The other main problem is the one-way hash functions, which is not that much secure.

Worm Hole Attack

Two malicious nodes tunnel traffic from one end of the network to the other end using an out-band
link. Their main goal is to attract traffic to drop, alter or simply look at the packets later on. In BSR
wormhole attack can be done in two ways namely Static Wormhole and Dynamic Wormhole

Static Wormhole

This type of wormhole occurs when the malicious nodes are static. In this situation, at least one
malicious node is located within the route from the source to the destination. The node that is present in
the route that is established in accordance with BSR, can direct the packets to the other intruder that
direct the data to the destination as shown in Fig 3.1.
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Fig (a) Wormbhole attack by node in the route
Dynamic Wormhole

The other possibility is by the movement of the node to the route by Overhearing the data packets and
processing them for routing information. The intruder node can move to a better position so that the
packets can be routed through it as per BSR protocol as shown in fig b
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Fig (b) Wormhole Attack by the movement of the node
PROPOSED WORK

Identifying Wormhole Attack

Counter March Technique and Signature Based Verification Technique are the two methods used to
identify the wormhole attack.

Counter March Technique

The attack shown in fig(a) can be detected and avoided by Counter March Technique. In CMT, the
destination node tries to reach the source node in the reverse path. The reverse path is not the reverse of
the path through the data is traversed from source to destination. Here the destination node sends an
acknowledgement called data acknowledgement for the data it has received, to the source node. The
acknowledgement packet is sent to the neighbor node that is closer to Source and it is forwarded to the
next nodes in reverse greedy forwarding method. If greedy forwarding fails, the Bounded Compass
method is used. The source node estimates the route from it to the destination according to the locations
of the nodes in the network. If the estimated route is in deviation with the route in the packet, the source
node comes to know the intrusion action. Countersign value is defined as the number of nodes in the
forward route matching with the nodes in the reverse route. Countersign threshold is defined as the
minimum number of nodes in the forward route that should match with the nodes in the reverse route.



284 K. Anita Davamani et.al

Here the data acknowledge packet contains the forward route through which the data has reached the
destination. The source node upon receiving the data acknowledge compares the nodes in the forward
route and the reverse route. The number of Countersigns is taken and compared to the Countersign
threshold. If the Countersign value is less than the Countersign threshold, the source shifts to another
route rather than the first forwarded route.

Signature based Verification Technique

The attack shown in fig 3.2 can be detected and avoided by Signature Based Verification Technique.
The attack as mentioned cannot be detected by ordinary methods as the intruders move to the locations
such that the traffic is automatically diverted towards them. To avoid this type of attack, verification of
authentication details of the nodes in the route is done at the destination node. Here it is assumed that the
nodes in the network share their certificates and digital signatures. In the data packet that is routed
through the intermediate node, the node adds its digital signature. All the intermediate nodes must add
their digital signatures in the data packet that traveled through it. The signatures are verified at the
destination node. If any node without digital signature or false digital signature is found in the data
packet, the data packet is taken as untrusty packet and a request is sent to the source node from
destination node for the repetition of the packet excluding the nodes that are found to be conspirators, in
the new route.

PROPOSED ARCHITECTURE
MALICIOUS MALICIOUS
NODE NODE
Wormbhole
data attack l
N INTERMEDIATE DESTINATION
SOURCENODE +——7 NODE x NODE
CMT/SBVT

DETECTION AND
PREVENSION

Fig (c) System Architecture of wormhole attack
The Architecture diagram of wormhole attack is shown in fig 4.1. Initially, the source node wants to
send a data to the destination node through the intermediate nodes. If any malicious node get data from
the intermediate node, it will directly send to another malicious node. In between two malicious nodes
the data can be modified so this types of attack known as Wormhole Attack. To detect and prevent such a
kind of attack by using Counter March Technique and Signature Based Verification Technique . After
detecting the Wormhole Attack the data is send to the destination.

IMPLEMENTATION DETAILS
Design of Ad-hoc Network

Make routing decisions using the geographic positions of nodes in the network. As the density of
nodes on a wireless network increases, shortest paths between sources and destinations correspond
increasingly closely to the Euclidean straight line between them. On wireless networks, the positions of
geographically nearby nodes determine which links exist. Greedy Perimeter Stateless Routing (GPSR), a
routing protocol for wireless networks, which makes geographic forwarding decisions, and finds routes
using knowledge at each node of only that node’s immediate single-hop neighbors in the topology.

Implementation of Geographic Routing Protocol

Location-aware networks use the physical location of nodes obtained from a location determination
mechanism by GPS to provide physical topology information for routing. Geographic routing protocols
use this location information to progressively forward packets through the physical space toward the
destination location, with intermediate next-hop routing decisions based on selecting the neighbor that
has the closest distance, compass setting, or some other measure of forward progress toward the
destination . Boundary State Routing is implemented using a combination of Greedy and Bounded
Compass forwarding. When a packet is to be routed from the source or an intermediate node, BSR will
first attempt to route the packet by using Greedy forwarding, regardless of the current routing mode
setting in the packet.
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If Greedy forwarding fails and the packet is not in the Boundary mode, BSR will check for a route by
using Bounded Compass forwarding. If this is successful, and the next hop is closer to the destination than
the current node, then the Bounded Compass route is used. If the next hop is farther from the destination,
the algorithm checks for an alternate Boundary route. If successful, the Boundary route is used in
preference to the Bounded Compass route, as the choice is informed by the optimal direction around the
boundary. If unsuccessful, the Bounded Compass route is used.

Identifying Wormhole Attack using Counter March Technique

In fig(d) source node 23 sent data packet using BSR to a destination 48. Let the data packet has
traversed through the route 23-2-4-29-48. The destination upon receiving the data packet, creates a data
acknowledge packet and records the route in it. The destination sends the data acknowledge packet to the
source S, using BSR again. The source node S upon receiving the data acknowledge, records the reverse
route through which the data acknowledge has traversed. Let the reverse route be 48-28-2-41-23. Here,
the matching node is 2. Hence the Countersign value is 1. If the Countersign threshold is less than 1, the
forward route is accepted and data is sent through it. Else, the source node forwards the next data
through other possible route .so possible route is 23-1-40-4-29-48.

File Edit View Terminal Go Help

attack nrlsensorsim-2.27 skeletonnetworkstructure [
cmt ns-allinone-2.27  smart2.tcl~

energy. awk~ ns-allinone-2.29  sravan

final worm ns-allinone-2.31  ss_vanet

graph_simulation ns-allinone-2.33  zone

install.log ns-allinone-2.34

install.log.syslog olsr

[root@localhost root]# cd cmt/
[root@localhost emt]# 1s

mdSpure.tel~ out.nam out.tr security.tcl security.tcl~
[root@localhest cmt]# ns security.tcl

reless-mitf. tel

4,N-40,N-1, N-6 |

MAC_802_: accessing MAC cache_ array out of range (src 48, dst 18, size 40)! D
MAC_802_11: accessing MAC cache_ array out of range (src 42, dst 10, size 40)! [§

Fig (d) Counter March Technique
Identifying Wormhole Attack using Signature Based Verification Technique

In SBVT scheme the node’s signature and the secret session keys are generated by using Message
Digest and RSA algorithm. Each node that forwards the data signs the packet with its secret key . Nodes
N9, N28 are replicated as N1,N2 digital signature. If Destination verifies the signature N9 and N28 could
have the false signature. so destination sends the message to source node. Source node comes to know
there will be intruder action and finally source node decided to send the next data using other possible
route as shown in fig (e)

Eile Edit View Terminal Go Help
Flag for node(l)-----—--- > true
Flag for node(2)--

Flag for node(9)-- -> flase

Flag for node(28)-------- > flase

Routing Path © N23 , N1, N40 , N41 , N48

Worm-hole Routing : N23 , NO , N28 , N48

Alternative Routing : N23, N1,N2, N40, N41,N48

Worm Hole Node : Node 9 , Node 28
Routing Path - Signature
N1 c4dfd145e640849eb4a66£83c052aB8de - Trusted Node
N9 c4dfd145e649849eb4a66f83c052a8de - Replicated as N1
N28 a%913dlaleaccaa08606200dc92faaac- Replicated as N2
N2 ag913dlaleaccaal8606200dc92faaac - Trusted Node
N23 b39956c53facchbe70778e59£20403524
N40 faaa6d738acdbal3348087a82bc7{5e8
N41 48c2b34a752e51a367bbdoba70883579
N48 b6348b1f478748873bdf02e9e3ee7534

channel.cc:sendUp - Calc highestAntennaZ_ and distCST_

highestAntennaZ_ = 1.5, distCST_ = 550.0

SORTING LISTS ...DONE! [}
MAC_802_11: accessing MAC cache_ array out of range (src 40, dst 23, size 40)! [T

Fig (e) Signature based Verification Technique
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PERFORMANCE ANALYSIS

The number of attackers in the network is varied as 5% of the number of nodes in the network. The
number of sources is varied as 10% of the number of nodes in the network. A total number of 1000
packets are transmitted into the network to analyze the performance. Here we are using Detection Ratio
and Misleaded packet as performance parameters to evaluate the schemes. Detection Ratio can be defined
as the ratio of number of attackers detected by the scheme to the actual number of attackers in the
network. For example for simulation purpose, if we have added four intruders into the network and
executed the scheme, if it detects two intruders, the detection ratio will be 50%. For detecting the
intruder, initial transmission of packets is mandatory. So the source node keeps on sending the packets to
a particular link until it recognizes the intrusion. Here if some intrusion is detected in a particular route
through which the source is already sending the data, the source node can change the route and send the
remaining data. But the previously sent data is a mere wastage. These data packets are termed as
misleaded packets.

RESULTS AND EVALUATION
Result based on CMT and SBVT Method
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Fig (f) No of packets sent through malicious nodes
In fig f, The graph is clearly showing that the number of misleaded packets in BSR is more because of
no security feature implemented. As SECURITY_CMT and SECURITY_SBVT detect the intruders, the
intruders can be avoided and the data can be sent through a secured link. The graph also show that
SECURITY_CMT and SECURITY_SBVT schemes achieve 80% of misleaded packets.

Result based on Security Method
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Fig (g) No of packets sent through malicious nodes
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In fig g, the graph clearly shows that the number of misleaded packets in BSR is more because they
lack in the implementation of security features. As SECURITY _PDR detect the intruders, the intruders can
be avoided and the data can be sent through a secured link. The graph also shows that SECURITY_PDR
scheme achieves 90% of misleaded packets.

Comparing both the graphs fig 6.1 and fig (g) it is clear that CMT and SBVT method achieves the 80%
of misleaded packets and SECURITY method achieves the 90% of misleaded packets. So the security of the
data packets are improved in SECURITY method when compare with the CMT and SVBT method.

CONCLUSION AND FUTURE WORK

The Geographic routing mechanism and the possible attacks on the BSR protocol have been discussed.
The detection of such attacks is difficult and is of course very much important. We have proposed two
schemes to detect and avoid both the types of Wormhole attacks in BSR Protocol. The proposed schemes
achieve higher detection ratio and detection accuracy. The malfunctioning of the intermediate nodes can
be easily detected by CMT. The SBVT method uses the cryptographic principles for the security of the data
packets.

The countersign threshold is one of the threshold values considered as a standard value in the
proposed scheme. But it should be decided and varied according to the density of the network. Also,
before each node transfers data to its nearest neighbor by using greedy or compass method, it needs to
check the authentication of this node based on symmetric pair-wise key distribution scheme. If the
authentication of this node is confirmed, the packet is sent, otherwise the next neighbor is selected from
table that is located in each node.

According to this approach, the malicious node which does not have a key, cannot impersonate and
use the other node authentication. So the malicious node can be easily detected and avoided. This we have
left as the future work.
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