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Abstract: IOT (Internet of Things) is the network of physical gadgets, vehicles, buildings 

and different things implanted with hardware, software, sensors, and system network that 

empowers these objects to gather and exchange information. The internet of things enables 

items to be detected and controlled remotely crosswise over existing system framework. 

As per the Gartner, 260 million objects will be connected by year 2020. Several 

organizations and governments have attempted to make references with IoT in beginning 

circumstances, however these days in manufacturing, retail and SOC (Social Overhead 

Capital) enterprises, fruitful accepted procedures are built recently. In this paper we have 

discussed the security and privacy concerns of IOT. Security level at different layers of IOT 

architecture as well as importance of security in IOT is discussed. Challenges in obtaining 

secure IOT and the solution to them is also discussed. 
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INTRODUCTION 
The phrase "Internet of Things" was instituted around 10 years back by the authors of the first MIT 

Auto-ID Center, Kevin Ashton in 1999 and David L. Brock in 2001, who imagined "a world in which every 
single electronic gadget are networked and each object, regardless of whether it is physical or electronic, 
is electronically tagged with information to that object." They imagined utilization of physical tags that 
permit remote, contactless cross examination [1] of their contents; in this manner, empowering every 
single physical object go about as hubs in an networked physical world. Acknowledgment of this vision 
will yield benefits in different regions including supply chain management and inventory control, product 
tracking and location identification, and human-computer and human-object interfaces. A few 
advancements drive the IoT's vision exhaustively records those innovations. The IoT's wide vision and 
the earliest stages of the exploration on it brings about absence of standard definitions for the IoT.  

The Internet of Things makes life significantly more helpful, simple, and fun. With a thermostat, you 
can turn the warmth down in your home amid the day while you're away and afterward send a command 
to your thermostat from your phone or tablet to begin warming your home before you arrive. With smart 
garage door openers and door locks, you never need to stress over securing your keys in the house or 
leaving your garage door openers.  

You can check the locks on your mobile device, and you'll never need to surge home fearing that 
somebody has become inside while you were away. While these things are for the most part extremely 
advantageous, however, the Internet of Things has security challenges that are showing new issues for 
people, organizations, and security experts alike. 

The future direction in computing will be beyond the processing in light of conventional desktop. 
Especially, the IoT is converging into day by day life quickly, as a novel innovation of the previous couple 
of years. As a worldview, IoT imagines that most physical gadgets, for example, mobile cell phones, 
vehicles, sensors, actuators, and some other implanted gadgets will be associated and connected with 
server farms, and present the following gigantic bounce in size of information generation. Following 
different promoted advancements, for example, smart transportation, smart city, smart grid and smart 
medicinal services, individuals won't work without IoT suffusing their home and work presence. Along 
these lines, IoT will amazingly affect day by day life of imminent clients, and is the way to what's to come. 
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IoT likewise plays a critical part in the field of business. Moreover, the quantity of the interconnected 
psychical gadgets has risen above the human populace of the world. In 2012, the quantity of 
interconnected psychical gadgets expanded to 9 billion, and the evaluated number of interconnected 
psychical gadgets will be 75 billion around 2020. IoT gadgets will in this way be a standout amongst the 
most essential and overshadowing information hotspots for enormous information in future. 

EASE OF USE 
Ensuring the security of information and associated frameworks satisfies a basic need in an associated 

platform’s implementation. IoT connects numerous individual or high-value things, which brings great 
opportunities and huge dangers to protection and security. These areas posture huge difficulties to the 
deployment of Cloud and other connected systems, with the protection of sensitive user data. In designing 
IoT platforms and services, tending to system security [3] and information security must start things out - 
the 'A's' in our IoT letter set including actuators must be ensured, while sensitive attributable data must 
be maintained adequately. 

Without these confirmations, a connected platform will experience issues gaining traction and 
sustaining long-term growth due to perception issues and the danger of data leakage. Often, these 
security challenges rotate around data ownership and sharing policies. While some platforms default to 
quit sharing, others have proposed depending upon select in sharing and data visualization tools to 
improve user fears of data abuse. Such policies and tools are basic to enhancing user acknowledgment of 
IoT platforms and will be indispensable to an improved architecture tending to the present basic 
concerns.  

Furthermore, security approaches connected to traditional systems must be enhanced before being 
connected to IoT. This issue of under secured, excessively connected associated gadgets is expected to a 
limited extent to IoT's fast development. The quick rollout of connected technologies drove numerous 
systems to depend on "security through obscurity" because of short development cycles. Strict cost 
targets drove developers to shun confirmation, encryption, and even message integrity checks, as the 
computational overhead for cryptography require processors with higher memory and speed 
requirements.  

Therefore, numerous products available have almost no built-in protection, and the hardware might 
not have adequate computational overhead or update abilities to help future changes while meeting real-
time execution necessities.  Intensive encryption may not be perfect with deployed WeMo hardware, for 
instance –Belkin to quit developing for Apple's HomeKit standard. Further, institutionalization just tends 
to future gadgets – an answer good with at various times gadgets is ideal.  

Thinking about the constraints of embedded devices, researchers have proposed middle of the road, 
network level solutions for "Security as a Service" permitting dynamic communication rules in 
transitional layers. Others propose making swarm sourced vaults for users to share their gadget data to 
help in distinguishing attack marks and making abstracted gadget models for fault detection.  Multi-layer 
Cloud security systems have additionally been recommended as a methods for actualizing firewalling, 
access control, recognize administration, and intrusion detection. These solutions enhance the same old 
thing, however have their own difficulties in service management, run creation, scalability, and boosting 
information sharing. 

 
Fig. 1: Architecture of IOT 

As Fig. 1 shows, the architecture [10] of the IoT is made out of three layers: perception layer, network 
layer and application layer. The perception layer is in charge of gathering raw data through RFID, 
different sensors, GPS, laser scanners, two-dimensional codes etc.  

 
 



863            Eurasian Journal of Analytical Chemistry 

Nonetheless, the counter attack capacity [4] of discernment nodes is weak in light of their own 
constrained processing limit and the long time unattended state. The network layer is in charge of the 
transmission of data gathered by the perception layer to the application layer. Since IoT is developed 
based on the Internet, every one of the dangers to the Internet during the time spent transmission are 
likewise unsafe to the IoT (DoS attack, middle attack, and so forth.). Moreover, the attack to 
heterogeneous systems are more unmistakable in IoT. The application layer processes the data to address 
the issues of users (intelligent transportation, intelligent power, wise restorative, and so on.). The 
application layer faces an assortment of security issues because of its different application types and 
technology stands and directions. Any layer that is attacked will influence the whole system and users. 
Likewise, the security of network layer and application layer is more imperative, subsequently IoT 
requires an all-encompassing and ongoing security management which incorporates continuous attacks 
and vulnerabilities recognition and forecast of conceivable attacks 

IOT APPLICATIONS  

 
Fig. 2: IOT applications ranking 

It’s obvious from the above figure that IOT gadgets have multi-dimensional utilization and are 
ubiquitous. All things considered, this wide assortment of IOT applications [2] represents some intriguing 
use cases concerning security of information assume you are utilizing a mobile application for opening 
and controlling peripherals like air cooling, music system and so forth of a vehicle. On the off chance that 
somebody can catch into the correspondence channel, say Wi-Fi, utilized amongst application and fringe 
recipient. The attacker would have the capacity to act risk to the owner like well as the vehicle. 

III.1 Current Applications: As per demand and needs, existed IoT application can make seamless 
changes in existence of things which are related to human lives such as healthcare, transport, agriculture, 
energy, etc. When different technologies work with smart devi-ces, sensors, networking devices at that 
time we recognize the value of IoT. 

Smart Parking: This application is currently implemented in the city of Barcelona. Here a weight 
sensor is placed on each parking slot. So when the car comes and stands on it, it will get activated. When 
the car driver opens the mobile application, he will get to know about the number of free car parking slots 
on the basis of the data sent by the sensors to the cloud computer, which will in turn process the data 
provided by the sensor. 

Remote Monitoring: United States is currently using this application to monitor the habitat at the 
Great Duck Island. They have also invested millions in installing many types of sensors in certain 
vegetation to track each and every movement. Smart Street Light: This is the most mass energy savvy 
application used to control Street lights. It has sensors to detect weather and daylight. It will send the 
data to the data processor for analysis, in turn the street light will receive the signal of on/off lights or 
dim/bright light. 
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THE IMPORTANCE OF IOT SECURITY 
Intel predicts 200 billion IoT gadgets will be online by 2020, which is roughly 26 gadgets for every 

individual. In any case, that might be a preservationist gauge, and the potential vulnerabilities are 
upsetting. "Most IoT gadgets and sensors do not have any type of security or security-by-design," says 
Scott. Without layered security of the IoT microcosms, hacktivists can disturb business operations, digital 
offenders can trade off and deliver pacemakers, and dangers can compromise and control the network, to 
give some examples of the potential IoT security attack situations.  

Genuine consideration has to be given to securing IoT gadgets as per best practices. That begins by 
making security a principal part of the design of any IoT-related system, gadgets, sensors or gear. In the 
event that such advances remain a low for the following couple of years, we don't have the advantage of 
reflecting [9] what happened with the cell phone, server or PC markets — including security 
progressively afterward. There will quickly be excessively numerous IoT gadgets out there to make that 
an achievable objective.  

Consider it like this: there are a huge number of cars out and about that need flawed airbags 
supplanted. However in spite of the huge number of car dealership networks on the planet, most 
essentially can't keep.  Furthermore, that is simply managing a size of millions. When you jump up to the 
several billions, it ends up plainly difficult to address such a large number of individual focuses.  

Each IoT gadget has inborn vulnerabilities and exploitable shortcomings coming because of a culture that 
penances security in the design procedure for small investment funds and in the hurry to advertise. The 
mind-boggling prevalence of unreliable IoT gadgets later on will render security a difficulty later on. 

The internet of things (IoT) has been a discourse point for a considerable time, yet just as of late has 
the security perspective move toward becoming much else besides an idea. Be that as it may, with record-
breaking DDoS attacks being soundly faulted for insecure IoT gadgets, and the publication of the botnet 
source code, it's sure this is only a start.  

With an expected 25 to 50 billion gadgets set to be connected through IoT by 2020, the size of the 
issue is probably going to increment. Be that as it may, as the technology to secure, or if nothing else 
harden IoT gadgets to attack as of now exists, what's the issue with better securing IoT gadgets?  

As usual – the primary concern is cost and demand; the "cost-to-care" proportion is a term authored 
by Boston-based data services expert. There are three essential variables to consider here:  

• Device security – the IoT gadget must be freely secure. Can a malignant party hack into it keeping 
in mind the end goal to get to or adjust recorded information? Would it be able to be 
reconstructed? Scrambling put away information, and firmware/software approval systems are 
required to counteract gadget abuse. The Mirai botnet gets new gadgets by testing out a couple of 
default passwords and administrator credentials, for instance, which are usually left unaltered by 
end users.  

• Transport – at whatever point information is transmitted, precautions are fundamental to stop 
data being captured or controlled. Regardless of whether it's guaranteeing that the client's remote 
system has suitable security mechanisms empowered to avoid unauthorized access (e.g. WPA2-
AES), or scrambling information when it is transmitted over the Internet (e.g. SSL), transport 
cryptography and appropriately executed server accreditation are key technologies.  

• Accumulated information – apparently the most basic is the issue of collected information in any 
case. In the period of data fraud, a solitary server storing user data is an enticing focus for a attack. 
How secure is the end server holding this trove of recorded data? Are account details, addresses 
and money related data stored in an encoded form that complies with pertinent standards? Does 
the organization have review strategies set up to guarantee just required staff approach this 
information and that they're utilizing fitting security cleanliness, and maybe in particular, is the 
system checked, keeping in mind the end goal to distinguish bizarre network traffic that could 
demonstrate malicious activity?  

All in all, hypothetically, securing these three separate zones will bring about a safe, strong end-to-end 
system for the users and specialist organizations – so where's the issue and for what reason hasn't this as 
of now been finished?  

Security is a negative deliverable. Users just consider it to be imperative once the system has just 
fizzled and their information abused. They should be greater security cognizant, made mindful of it as a 
key element, and comprehend why it's required. Tragically, IoT shields are inevitably going to cost every 
one of us more, since security adds cost because of longer advancement times, and expanded intricacy. 
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Yet, this doesn't have any evident advantages and, if not done accurately, can make a more convoluted 
user encounter.  

INTERNET OF THINGS CHALLENGES 
According to the CISCO, there will be around 50 billion smart devices connected to the internet. This 

figure shows that at that period of time each person the earth will be having five smart devices on an 
average as the prices of the processor will fall; hence it will be feasible to use processor on almost 
everything to make it smarter. So when these smart devices start creating data, organizations will have no 
organized plan to manage large data. Therefore, we need to think about where all the data generated by 
the processor going to be stored? 

And this becomes a very serious problem. IoT promises the organizations which are going to get the 
insight of the customer activity. The organizations also have to maintain the data till analyzing. According 
to the paper published from the Gartner the Impact of the Internet of Things on Data Centers, there are 
several issues which have to be solved before the organization begins to earn from IoT.  

Security Challenges 
Significant difficulties unmistakably lie in our way in the event that we are to understand the 

guarantee of an uber-connected world while keeping up [6] Internet of Things security. Above all else, the 
industry needs to overcome its inclination to put selection in front of security. Battles must be hurry to 
bring issues to light that IoT gadgets [5] should be secured. Plug and-play, default settings, and totally 
open gadgets are not helpful for a secure environment — yet they represent to the majority of current IoT 
products and services.  

To exacerbate the situation, many if not most IoT gadgets do not have the computational power or 
battery life to have security applications. This keeps the execution of all-encompassing layered security 
arrangements. So, any push to execute sensible IoT security can't be utilized as a reason to raise costs 
significantly. That will hinder the technology rollout and will probably cause a reaction against IoT 
security shields.  

"We have to create cost savvy IoT gadgets that consolidate security-by-design as opposed to less 
expensive and less secure choices. While that may spare a huge money for the time being, it puts the 
general population and basic foundation in danger of losing a great many dollars and valuable 
information in the long term.  

Additionally challenges encompass heritage gadgets and the absence of platform institutionalization 
that makes it extremely hard to guarantee comprehensive security.  

"With old gadgets enduring longer than at any other time, there are numerous gadgets as of now being 
used that don't supports new standards," says Sam Rehman, Chief Technology Officer of Arxan. "Hackers 
will dependably observe legacy gadgets as a prime choice of entry."  

Notwithstanding privacy and security issues, IoT gadgets exhibit security challenges. Envision you get 
a multi-camera security system to record events in and around your estate. The advantages of this kind of 
system could extend from cloud-based notices of movement to guaranteeing from another room that your 
little child is taking his or her late morning snooze. The protection suggestions are genuinely evident in 
this situation, however the security suggestions may not be as obvious.  

The surveillance camera system incorporates the cameras themselves, as well as the Digital Video 
Recorder (DVR) to catch for investigation and show. On the off chance that you need to remotely get to 
the DVR from a cloud-empowered application on your cell phone, tablet, or web program, the DVR will 
consistently be getting to the Internet. Much of the time, the broadband router on your network will use 
the Universal Plug and Play (UPnP) to make this interconnectivity considerably less demanding. 
Regularly, the cameras and the DVR unit are based on a slimmed down working system with a web server 
to make the management simple for the end user.  

Shockingly, these systems contain fundamental security vulnerabilities and application shortcomings 
that make getting remote control of the gadgets simple notwithstanding for beginner attackers. These 
gadgets have to a great extent been utilized as a part of Distributed Denial of Service (DDoS) attacks; 
luckily, most circumstances they just effect end users by backing off their Internet as opposed to being 
utilized to snoop on individuals' exercises and attack privacy.  

Be that as it may, a bigger question remains. As threats turn out to be more complex and availability 
grows, when do we organize security and protection over convenience? Tragically, we're not there yet. 
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DYNAMIC PARTICIPATION IN IOT SECURITY INDUSTRY ECOSYSTEM 
The exceedingly integrated IoT industry is growing rapidly with differing needs and taking off threats. 

A solitary undertaking can scarcely meet IoT prerequisites. It has turned out to be important to construct 
an open and community oriented security ecosystem for win-win advancement. Enterprises, developers, 
institutes, and industry gauges [7] associations must work nearly to empower advancement in business, 
in science, and in innovation, and mutually construct a solid environment for collaboration, reasonable 
rivalry, and win-win improvement. IoT security attack and defense are unequal—barrier more often than 
not falls behind attack. From the point of view of economy or degree of profitability, attackers have a 
reasonable focus for venture while safeguards put resources into security protection for hazard control, 
which is to state that attacks may not occur by any stretch of the imagination. Modern attackers can 
center their attacks, though defense must shield against numerous vulnerabilities. Conversely, the 
protectors fabricate a solid resistance system in the internet with different security items and 
administrations. Be that as it may, security attack episodes just deteriorate, and digital attack cause more 
noteworthy harm with the inescapable utilization of data advances in the IoT period. To win this uneven 
fight, enterprises need to take after the ideas of receptiveness, decency, and win-win participation. They 
have to construct a solid security environment for security technology, products, organizations, and 
management through such channels as strategy direction, institutionalization, engineer groups, open 
source groups, and industry organizations together. Considerably, a resistance system can be developed 
for the IoT.  No endeavor or association can resolve IoT security issues alone. All gatherings in the 
environment must collaborate and bolster each other. All gadget providers, interview firms, application 
software vendors, system integrators, and channel partners should grasp win-win participation in an 
open way to together form a solid and trusted IoT security ecosystem and advance the sound and quick 
improvement of the IoT business. 

HOW TO SECURE THE IOT 
Several aspects of sensible IoT security are 
1. Purchase IoT gadgets that consolidate [8] security-by-design as per NIST 800-160 and that are fit 

for facilitating a local security layer  
2. Know what gadgets are on the network and know the parts, functionalities, capacities, limitations, 

and vulnerabilities of those gadgets  
3. Limit the quantity of IoT gadgets and the quantity of remotely available gadgets  
4. Harden all default settings to relate to cybersecurity best practices  
5. Institute layered guards that monitors, direct, and respond to traffic between IoT gadgets 

progressively. Artificial Intelligence (AI) and Machine Learning (ML) solutions are cases of layered 
protections that can identify peculiar movement or activity and quickly isolate the conceivably 
compromised gadget while additionally advising work force to the issue.  

6. Actively monitor and survey the IoT microcosm as indicated by the hazard appetite of the 
organization, data shared through trusted networks relating to dangers and gadget 
vulnerabilities, and the present risk scene. Change the default username and secret key on 
gadgets, isolate them from different parts of the network, and cripple unneeded services to 
diminish the attack surface and avoid them going about as a rotate. These protections and best 
practices are not simply smart thoughts. They are as of now a fundamental part of big business 
security. The issue is that few IT divisions have acknowledged it to date, which abandons them 
helpless against being caught unaware by another threat vector for which they are seriously ill-
equipped.  

CONCLUSION  
IoT security concerns each part of the digital scene with high market desires from consultation firms, 

endeavors, and bearers. Despite the fact that the IoT brings many advantages, it likewise brings threats. 
Unfortunately, the industry's comprehension of security issues shifts. There is a gap between the perfect 
and the reality. Be that as it may, luckily, the IoT will be institutionalized, open, secure, and made simple 
to-use later on. We should grasp participation and advancement from a worldwide point of view to 
together form a multi-layered end-to-end secure IoT world and add to the improvement of the belief 
system, hypotheses, and architecture. Be that as it may, this will require significant investment. We 
should grab the open door and cooperate to quicken process.  

To understand the perfect, security is basic. To advance the largescale organization of the IoT, the 
industry must raise their mindfulness; governments and universal associations must enhance comparing 
laws and controls and the norms system; and a solid eco community must be shaped to fabricate a 
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trusted, oversaw, and secure world with the IoT. This is the best of times. A trusted and oversaw secure 
IoT world built and shared by all will be the desire of worldwide IoT ventures and advantage all. 

REFERENCES 
[1] Udayakumar, R., Khanaa, V., & Saravanan, T. (2013). Analysis of polarization mode dispersion in 

fibers and its mitigation using an optical compensation technique. Indian Journal of Science and 
Technology, 6(6), 4767-4771. 

[2] Udayakumar, R., Kumaravel, A., & Rangarajan, K. (2013). Introducing an efficient programming 
paradigm for object-oriented distributed systems. Indian Journal of Science and Technology, 6(5S), 
4596-4603. 

[3] Mageswaran, S.U., & Sekhar, N.G. (2013). Reactive power contribution of multiple STATCOM 
using particle swarm optimization. International Journal of Engineering & Technology, 5(1),          
122-126. 

[4] Deepa, K., Sindhupriya, P., & Arunanand, M. (2017). Design of Non Isolated Multi-Input Multi-
Output Bidirectional DC-DC Boost Converter Using a Seamless Sliding Mode Control for Electric 
Vehicle Applications. Excel International Journal of Technology, Engineering and Management, 
4(1), 38-45. 

[5] Naveen Kumar, G., Logesh Kumar, B., Gowtham, K., & Sankarananth, S. (2017). Multiport 
Bidirectional DC-DC Converter for Energy Storage Applications. Excel International Journal of 
Technology, Engineering and Management, 4(1), 58-61. 

[6] Dr.Selvam, P., & Saravanan, C.(2018). An Adaptive Resonant Regulator for Single-Phase Grid-tied 
VSCs. Excel International Journal of Technology, Engineering and Management, 5(2), 31-35. 

[7] Sudhakar, B. (2016). Enhanced Sentiment based Text to Speech Synthesis Using Forward Parsing 
with Prosody Feature for English. Bonfring International Journal of Data Mining, 6(4), 53-55. 

[8] Sharmila, S., & Dharunya Santhosh, D. (2018). Rule Generation for Gallbladder Cancer Prediction 
Using Decision Tree Classifier. Bonfring International Journal of Data Mining, 8(1), 01-03. 

[9] Bavi, F., & Momenzadeh, H. (2016). A New Paradigm in the Management of Trust in Wireless 
Sensor Networks. International Academic Journal of Innovative Research, 3(3), 24-34. 

[10] Ali, Z. (2017). Evolution of Complexity of Algorithms. International Academic Journal of Innovative 
Research, 4(2), 1-13. 

[11] Ramanan, S.V., & Vimal, E. (2015). Minimizing the Energy Consumption of Wireless Sensor 
Network by Comparing the Performances of Maxweight and Minimum Energy Scheduling 
Algorithms. International Journal of Communication and Computer Technologies, 3(1), 9-15. 

[12] Muthupraveen, J., & Ramakrishnaprabu, G. (2015). Improving the Grid Performance in Hybrid 
Renewable Energy System J. International Journal of Communication and Computer Technologies, 
3(1), 21-30. 

[13] Kiruthika, S., & Vadivel, S. (2015). A Systematic Study of Various Radio Propagation Models for a 
Hybrid Mac Protocol in Sensor Networks. International Journal of Communication and Computer 
Technologies, 3(1), 31-36. 

[14] Giri, R.K., & Saikia, M. (2013). Multipath routing for admission control and load balancing in 
wireless mesh networks. International Review on Computers and Software, 8(3), 779-785. 

[15] Padmapriya, G., Manikandan, A., Krishnasamy, V., Jaganathan, S.K., & Antony, S.A. (2016). Spinel 
NixZn1− xFe2O4 (0.0≤ x≤ 1.0) nano-photocatalysts: synthesis, characterization and 
photocatalytic degradation of methylene blue dye. Journal of Molecular Structure, 1119, 39-47. 

[16] Vijayaragavan, S.P., Karthik, B., Kiran Kumar, T.V.U., & Sundar Raj, M. (2013). Analysis of chaotic 
DC-DC converter using wavelet transform. Middle-East Journal of Scientific Research, 16(12), 
1813-1819. 

[17] Lokesh, K., Kavitha, G., Manikandan, E., Mani, G.K., Kaviyarasu, K., Rayappan, J.B.B., ... & Maaza, M. 
(2016). Effective ammonia detection using n-ZnO/p-NiO heterostructured nanofibers. IEEE 
Sensors Journal, 16(8), 2477-2483. 

[18] Abraham, A.G., Manikandan, A., Manikandan, E., Vadivel, S., Jaganathan, S.K., Baykal, A., & 
Renganathan, P.S. (2018). Enhanced magneto-optical and photo-catalytic properties of transition 
metal cobalt (Co2+ ions) doped spinel MgFe2O4 ferrite nanocomposites. Journal of Magnetism 
and Magnetic Materials, 452, 380-388. 

[19] Kennedy, J., Fang, F., Futter, J., Leveneur, J., Murmu, P.P., Panin, G.N., & Manikandan, E. (2017). 
Synthesis and enhanced field emission of zinc oxide incorporated carbon nanotubes. Diamond 
and Related Materials, 71, 79-84. 

 
 



868            M. Ramamoorthy et.al 

[20] Teresita, V.M., Manikandan, A., Josephine, B.A., Sujatha, S., & Antony, S.A. (2016). Electromagnetic 
properties and humidity-sensing studies of magnetically recoverable LaMg x Fe 1− x O 3− δ 
perovskites nano-photocatalysts by sol-gel route. Journal of Superconductivity and Novel 
Magnetism, 29(6), 1691-1701. 

[21] Caroline, M.L., & Vasudevan, S. (2009). Growth and characterization of pure and doped bis 
thiourea zinc acetate: Semiorganic nonlinear optical single crystals. Current applied physics, 9(5), 
1054-1061. 

[22] Jayalakshmi, V., & Gunasekar, N.O. (2013). Implementation of discrete PWM control scheme on 
Dynamic Voltage Restorer for the mitigation of voltage sag/swell. International Conference on 
Energy Efficient Technologies for Sustainability, 1036-1040. 

[23] Udayakumar, R., Khanaa, V., & Kaliyamurthie, K.P. (2013). Optical ring architecture performance 
evaluation using ordinary receiver. Indian Journal of Science and Technology, 6(6), 4742-4747. 

[24] Udayakumar, R., Khanaa, V., & Kaliyamurthie, K.P. (2013). Performance analysis of resilient ftth 
architecture with protection mechanism. Indian Journal of Science and Technology, 6(6),           
4737-4741. 

[25] Saravanan, T., Srinivasan, V., & Sandiya, V.P. (2013). A two stage DC-DC converter with isolation 
for renewable energy applications. Indian Journal of Science and Technology, 6(6), 4824-4830. 

[26] Sundarraj, M. (2013). Study of compact ventilator. Middle-East Journal of Scientific 
Research, 16(12), 1741-1743. 

[27] Thema, F.T., Manikandan, E., Gurib-Fakim, A., & Maaza, M. (2016). Single phase Bunsenite NiO 
nanoparticles green synthesis by Agathosma betulina natural extract. Journal of alloys and 
compounds, 657, 655-661. 

[28] Sathyaseelan, B., Manikandan, E., Sivakumar, K., Kennedy, J., & Maaza, M. (2015). Enhanced visible 
photoluminescent and structural properties of ZnO/KIT-6 nanoporous materials for white light 
emitting diode (w-LED) application. Journal of Alloys and Compounds, 651, 479-482. 

[29] Gopalakrishnan, K., Prem Jeya Kumar, M., Sundeep Aanand, J., & Udayakumar, R. (2013). Analysis 
of static and dynamic load on hydrostatic bearing with variable viscosity and pressure. Indian 
Journal of Science and Technology, 6(6), 4783-4788. 

[30] Prabhu, M.R., Reji, V., & Sivabalan, A. (2012). Improved radiation and bandwidth of triangular and 
star patch antenna. Research Journal of Applied Sciences, Engineering and Technology, 4(12), 
1740-1747. 

[31] Arumugam, S. and Ramareddy, S. (2012). Simulation comparison of class D/ Class E inverter fed 
induction heating. Journal of Electrical Engineering, 12(2), 71-76. 

[32] Udayakumar, R., Khanaa, V., & Kaliyamurthie, K.P. (2013). High data rate for coherent optical 
wired communication using DSP. Indian Journal of Science and Technology, 6(6), 4772-4776. 

[33] Nagarajan, C., & Madheswaran, M. (2012). Experimental Study and Steady State Stability Analysis 
of CLL-T Series Parallel Resonant Converter with Fuzzy Controller using State Space Analysis. 
Iranian Journal of Electrical and Electronic Engineering, 8(3): 259-267. 

[34] Gopalakrishnan, K., PremJeya Kumar, M., SundeepAanand, J., & Udayakumar, R. (2013). Thermal 
properties of doped azopolyester and its application. Indian Journal of Science and 
Technology, 6(6), 4722-4725. 

[35] Kumaravel A., Meetei O.N. (2013). An application of non-uniform cellular automata for efficient 
cryptography. Indian Journal of Science and Technology, 6(5): 4560-4566. 

[36] Kumaravel, A., & Pradeepa, R. (2013). Layered approach for predicting protein subcellular 
localization in yeast microarray data. Indian Journal of Science and Technology, 6(5S), 4567-4571. 

[37] Kaviyarasu, K., Manikandan, E., Kennedy, J., & Maaza, M. (2016). Synthesis and analytical 
applications of photoluminescent carbon nanosheet by exfoliation of graphite oxide without 
purification. Journal of Materials Science: Materials in Electronics, 27(12), 13080-13085. 

[38] Mathubala, G., Manikandan, A., Antony, S.A., & Ramar, P. (2016). Photocatalytic degradation of 
methylene blue dye and magneto-optical studies of magnetically recyclable spinel NixMn1-
xFe2O4 (x= 0.0–1.0) nanoparticles. Journal of Molecular Structure, 1113, 79-87. 

[39] Manikandan, E., Kennedy, J., Kavitha, G., Kaviyarasu, K., Maaza, M., Panigrahi, B.K., & Mudali, U.K. 
(2015). Hybrid nanostructured thin-films by PLD for enhanced field emission performance for 
radiation micro-nano dosimetry applications. Journal of Alloys and Compounds, 647, 141-145. 

[40] Kumaravel, A., & Meetei, O.N. (2013). An application of non-uniform cellular automata for 
efficient cryptography. IEEE Conference on Information & Communication Technologies:                   
1200-1205. 

 
 



869            Eurasian Journal of Analytical Chemistry 

[41] Langeswaran, K., Gowthamkumar, S., Vijayaprakash, S., Revathy, R., & Balasubramanian, M.P. 
(2013). Influence of limonin on Wnt signalling molecule in HepG2 cell lines. Journal of natural 
science, biology, and medicine, 4(1), 126-133. 

[42] Srinivasan, V., & Saravanan, T. (2013). Analysis of harmonic at educational division using CA 
8332. Middle-East Journal of Scientific Research, 16(12), 1768-73. 

[43] Josephine, B.A., Manikandan, A., Teresita, V.M., & Antony, S A. (2016). Fundamental study of LaMg 
x Cr 1− x O 3− δ perovskites nano-photocatalysts: sol-gel synthesis, characterization and 
humidity sensing. Korean Journal of Chemical Engineering, 33(5), 1590-1598. 

[44] Saravanan, T., Saritha, G., & Udayakumar, R. (2013). Robust H-Infinity Two Degree of Freedom 
Control for Electro Magnetic Suspension System. Middle-East Journal of Scientific 
Research, 18(12), 1827-1831. 

[45] Rajasulochana, P., Dhamotharan, R., Murugakoothan, P., Murugesan, S., & Krishnamoorthy, P. 
(2010). Biosynthesis and characterization of gold nanoparticles using the alga Kappaphycus 
alvarezii. International Journal of Nanoscience, 9(05), 511-516. 

[46] Slimani, Y., Güngüneş, H., Nawaz, M., Manikandan, A., El Sayed, H. S., Almessiere, M. A., & Baykal, A. 
(2018). Magneto-optical and microstructural properties of spinel cubic copper ferrites with Li-Al 
co-substitution. Ceramics International, 44(12), 14242-14250. 

[47] Kaviyarasu, K., Manikandan, E., Kennedy, J., Jayachandran, M., & Maaza, M. (2016). Rice husks as a 
sustainable source of high quality nanostructured silica for high performance Li-ion battery 
requital by sol-gel method–a review. Adv. Mater. Lett, 7(9), 684-696. 

[48] Ilayaraja, K., & Ambica, A. (2015). Spatial distribution of groundwater quality between 
injambakkamthiruvanmyiur areas, south east coast of India. Nature Environment and Pollution 
Technology, 14(4), 771-776, 2015. 

[49] Sharmila, S., Rebecca, L. J., Das, M.P., & Saduzzaman, M. (2012). Isolation and partial purification 
of protease from plant leaves. Journal of Chemical and Pharmaceutical Research, 4(8), 3808-3812. 

[50] Rajakumari, S.B., & Nalini, C. (2014). An efficient cost model for data storage with horizontal 
layout in the cloud. Indian Journal of Science and Technology, 7(3), 45-46. 

 
 


	INTRODUCTION
	EASE OF USE
	IOT APPLICATIONS
	THE IMPORTANCE OF IOT SECURITY
	INTERNET OF THINGS CHALLENGES
	DYNAMIC PARTICIPATION IN IOT SECURITY INDUSTRY ECOSYSTEM
	HOW TO SECURE THE IOT
	CONCLUSION
	REFERENCES

