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Abstract: Cloud storage services provides users to store large amount of files. Distributed 

clients can also access the file storage. To provide integrity, controllable outsourcing and 

auditing on outsourced file, we used a scheme called identity-based data outsourcing 

(IBDO) which provide more advantageous when compared to existing systems. In IBDO 

scheme, the users allows the designated entities to upload data on behalf of the user. The 

entities are authorized and identified using their identities. The IBDO also promotes 

comprehensive auditing which allows the user to check the information based on type and 

consistence of outsourced files and also the MAC address and IP address are checked. To 

provide more security we added biometric authentication called fingerprint analysis and to 

overcome security threats, we proposes multiple cloud storage system using split and 

merge technique, e.g., a file is divided into multiple fragments and stored in multiple 

clouds. 

Keywords: Cloud Storage, Data Integrity, Data Outsourcing, Identity-based Cryptography, 

Security. 

INTRODUCTION 

Cloud storage is a model of data storage in which the digital data is stored in logical pools. The internet 
provides the connection between the user’s computer and the database. Cloud holds data from many 
different users and organizations. The service allows the users to store files online, so that they can access 
them from any location via the internet. The cloud storage providers are responsible for keeping the data 
available and accessible. Clients send files to a data server maintained by a cloud provider instead of 
storing it on their own hard drives. People and organizations buy or lease storage capacity from the 
providers to store user, organization or application data. Cloud storage is highly fault tolerant through 
redundancy and distribution of data. It is made up of many distributed resources. When the file was 
uploaded, it is stored at more locations which will increase the risk of unauthorized physical access to the 
data. In the existing system, they used the POS like schemes which is not supporting for the data log 
related auditing in data possession proof, for that we proposes  Identity Based Data Outsourcing(IBDO) 
scheme which provides comprehensive auditing i.e., not only permits integrity auditing but also allows to 
audit the data on type and consistence of outsourcing files. The traditional approach is used to store the 
files in the cloud.  

In that, by knowing the user’s ID and the password the unauthorized proxies may access a file which is 
uploaded by owners. To provide more security, we proposes one of the biometric authentication called 
fingerprint analysis for the user’s authentication and to overcome the data integrity, we proposes 
multiple cloud storage system invoking split and merge concept, that is the file which is to be stored is 
divided into multiple fragments and stored in multiple clouds and also before uploading the file, the data 
is encrypted and then stored on the cloud. 
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OUR CONTRIBUTION 

To manage the problems in securing outsourced data, Identity Based Data Outsourcing (IBDO) scheme 
is used in this paper. For the effective storage of outsourced file, this paper proposes multiple cloud 
storage system invoking split and merge technique and to make the machine identify the data owner and 
the designated entities, effective fingerprint analysis is promoted. 

IDENTITY MANAGEMENT – DATA OWNERS / DEDICATED PROXIES 

Fingerprint Feature Extraction 

Fingerprint based biometric authentication is an important and widely used biometric type 
authentication because of its cost, accuracy and feasibility. In our proposed system, the user fingerprint 
feature are extracted and verified using Minutiae Map algorithm (MM) [1]. Minutiae Map algorithm 
identifies the fingerprint ridges and extracts the bifurcation and termination values from the input 
fingerprint image.  

Ridge termination is the point at which ridge ends. Bifurcation is the point at which ridge splits into 
two halves which is shown in the below figure. Our proposed system provides the respective user 
fingerprint total bifurcation,  

 
Fig.1: Ridge Bifurcation and Ridge Termination 

Termination values along with its location (X, Y coordinates) and stores in the database during user 
registration. 

In our proposed system, ideal thinned ridge is considered.  We assume usually a thinned ridge will 
have a value 1 or 0.  

The algorithm uses 3*3 windows to scan the image and the bifurcation and termination in the final 
output image shall be represented by a dot. Let’s consider (x,y) denote the pixel on the thinned ridge and 
N0, n1, ……N7 denote its neighbours.  

A pixel (x,y) is a ridge ending if, 

 𝑁𝑖 = 1
7

𝑖=0

 

A pixel (x,y) is a ridge bifurcation if, 

 𝑁𝑖 > 2
7

𝑖=0

 

DATA OWNER / DEDICATED PROXIES BEHAVIOUR ANALYSIS 

In this module the data owner / dedicated proxies behaviour is been analyzed. For this we keep a log 
of origin, file types, consistence of outsourced. We use techniques to detect the MAC address whenever 
the data owner / dedicated proxies access. If they access from different machines or upload / access 
different file types an alert e-mail would be sent to the data owner. On approval by the data owner the 
dedicated proxies would be allowed to access inside the application.   

ELIMINATES COMPLEX CRYPTOGRAPHIC CERTIFICATES 

To eliminate complex cryptographic certificates we used SHA algorithm for converting the plain text 
to cipher text.  
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Fig. 2: Cryptography and Network with sender and destination 

 Step 1: Append Padding Bits….  
 Message is “padded” with a 1 and as many 0’s as necessary to bring the message length to 64 bits 
less than an even multiple of 512. 

 Step 2: Append Length.... 
 64 bits are appended to the end of the padded message. These bits hold the binary format of 64 
bits indicating the length of the original message. 

 Step 3: Prepare Processing Functions….  
 SHA1 requires 80 processing functions defined as: 
  f(t;B,C,D) = (B AND C) OR ((NOT B) AND D) (0 <= t <= 19)  
  f(t;B,C,D) = B XOR C XOR D   (20 <= t <= 39) 
  f(t;B,C,D) = (B AND C) OR (B AND D) OR (C AND D) (40 <= t <=59)   
  f(t;B,C,D) = B XOR C XOR D   (60 <= t <= 79)  

 Step 4: Prepare Processing Constants.... 
 SHA1 requires 80 processing constant words defined as:   
  K(t) = 0x5A827999   (0 <= t <= 19)  
  K(t) = 0x6ED9EBA1  (20 <= t <= 39)  
  K(t) = 0x8F1BBCDC   (40 <= t <= 59)  
  K(t) = 0xCA62C1D6  (60 <= t <= 79)  

 Step 5: Initialize Buffers….  
 SHA1 requires 160 bits or 5 buffers of words (32 bits): 
   H0 = 0x67452301  
   H1 = 0xEFCDAB89 
   H2 = 0x98BADCFE 
   H3 = 0x10325476 
   H4 = 0xC3D2E1F0   

 Step 6: Processing Message in 512-bit blocks (L blocks in total message)….  
 This is the main task of SHA1 algorithm which loops through the padded and appended message 

in 512-bit blocks. 

 Input and predefined functions:  
  M[1, 2, ..., L]: Blocks of the padded and appended message  f(0;B,C,D), f(1,B,C,D), ..., 
f(79,B,C,D): 80 Processing Functions  K(0), K(1), ..., K(79): 80 Processing Constant Words  
  H0, H1, H2, H3, H4, H5: 5 Word buffers with initial values  

 Step 6: Pseudo Code….  
 For loop on k = 1 to L 
  (W (0), W (1)... W (15)) = M[k] /* Divide M[k] into 16 words */ 
  For t = 16 to 79 do:  
  W (t) = (W (t-3) XOR W (t-8) XOR W (t-14) XOR W (t-16)) <<< 1  
   A = H0, B = H1, C = H2, D = H3, E = H4  
   For t = 0 to 79 do:  
          TEMP = A<<<5 + f(t;B,C,D) + E + W(t) + K(t) E = D, D = C,  
    C = B<<<30, B = A, A = TEMP  
   End of for loop  
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               H0 = H0 + A, H1 = H1 + B, H2 = H2 + C, H3 = H3 + D, H4 = H4 + E  
        End of for loop   

SPLIT AND MERGE TECHNIQUE 

Cloud Storage usually contains business-critical data and processes, hence high security is the only 
solution to retain strong trust relationship between the cloud users and cloud service providers. Thus to 
overcome the security threats, this paper proposes multiple cloud storage. Thus the common forms of 
data storage such as files and databases of a specific user is split and stored in the various cloud storages 
(e.g. Cloud A and Cloud B).  

Databases consists of tables, rows and columns. Databases are easy to store in multiple cloud storages. 
Our application will act as a combiner and store different parts of the table such as rows and columns in 
multiple clouds using Vertical fragmentation and horizontal fragmentation. These rows and columns will 
be converted into hash value using hash function algorithm and stored in each clouds.  During response 
our application combines the data and sends to the verifier.  

Files are stored in multiple clouds using cryptographic data splitting. The file is split into fragments 
and stored in distinct cloud servers with encrypted key. Thus once the authorized token for the specific 
file is requested, searchable encryption allows keyword search on encrypted data and combines the 
fragments. This is sent to the verifier. 

DATA STORAGE 

A cloud server is defined as an entity which contains huge data storage managed by cloud service 
provider. This paper focuses on providing high security for user data in public cloud storages because 
there is a huge demand of security prospects in public cloud storages. Security threats may include some 
authorities (i.e., coercers) may force cloud storage providers to reveal user secrets or confidential data on 
the cloud and cloud based attacks.  

For Cloud storage we have configured public clouds. Public clouds is a personal cloud storage service 
(sometimes referred to as an online backup service) that is frequently used for file sharing and 
collaboration. The service provides 2 gigabytes (GB) of storage for free and up to 100 GB on various for-
fee plans. Public clouds is cloud storage service that enables users to store files on remote cloud servers 
and the ability to share files within a synchronized format. 

RELATED WORK 

Identity based data outsourcing scheme is introduced by YujueWang [1] to manage problems in 
securing outsourced data. This scheme only permits authorized dedicated proxies to upload data to the 
cloud storage on the behalf of the user. Users and dedicated proxies can able to upload data only by using 
some of their identities. This scheme provides strong security in data integrity. GiuseppeAteniese [4] 
proposed secured Provable data possession technique. It is based on symmetric key cryptography, while 
not requires any bulk encryption. It supports   modification, deletion and append. Through this technique 
client can check the data stored on server is secure or not. The first efficient Identity-Based Encryption 
(IBE) scheme is introduced by Brent Waters [34] and reduced the risk of Bilinear Diffie-Hellman (BDH) 
problem. It is fully secure without random oracles. C.Wang [10] proposed a system for secure cloud 
storage supporting privacy-preserving public auditing. Users use cloud storage for storing their data 
rather than local storage. Public auditability for cloud storage is enabled for third party auditor to check 
the integrity of outsourced data. Yong Yu, Man Ho Au∗, Giuseppe Ateniese, Xinyi Huang, Willy Susilo, 
Yuanshun Dai, and GeyongMin[28] described about “Identity-based Remote Data Integrity Checking with 
Perfect Data Privacy Preserving for Cloud Storage”. Remote data integrity checking proves to the users 
that their data stored in a cloud storage is secured. A new construction of identity-based (ID-based) RDIC 
protocolis proposed in this system and it make use of key-homomorphic cryptographic primitive.  

It reduces the complexity of system and cost. In the proposed system, information which is stored in 
the data storage i.e. cloud storage cannot be leaked during the process of Remote data integrity checking 
(RDIC).G. Ateniese describes about “Provable Data Possession at Untrusted Stores” [4]. The data of the 
user is stored at an untrusted server sometimes data cannot be retrieved. To tackle this problem, a model 
for provable data possession is proposed. K. Yang and X. Jia [3] describes, “Data storage auditing service 
in cloud computing: challenges, methods and opportunities”. To know that data in cloud storage stored 
correctly, an independent auditing service is needed. This type of problem is investigated in the proposed 
system.B. Wang, B. Li, and H. Li [10] proposed, “Panda: Public auditing for shared data with efficient user 
revocation in the cloud”. Using cloud storage users can store data and also can make modifications in it. 
Users can share data as a group. Once the user signed up a block, want to again re-sign by the existing 
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user. The proposed system uses the idea of proxy re-signatures, in this cloud is allowed to re-sign the 
blocks without the existing users. So, the user doesn’t need any re-sign blocks by themselves. The data is 
always audited by a public verifier without retrieving entire data in the cloud.  

CONCLUSION 

In this paper, we proposed multiple cloud storage system invoking split and merge technique. Only 
authorized designated entities can upload files on the behalf of the user. Fingerprint analysis is used for 
user’s identification. Files are encrypted and uploaded in the cloud storage. Uploaded files are divided and 
stored in multiple clouds. The uploaded files can be viewed by the users after merging the files using the 
key, generated during the encryption. Like this, files are uploaded, stored and retrieved in a secured way. 
So, unauthorized proxies cannot access the files and the integrity of the file was improved in a better way. 
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